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(54) REPRODUCING DEVICE AND DECODING DEVICE 

(57)Abstract 

PROBLEM TO BE SOLVED: To make it possible to surely 
reproduce a storage medium even though digital watermark 
information is detected erroneously concerning a normal 
storage medium enciphered through a predetermined 
cryptography. 

SOLUTION: Only in a non-ciphered case, a digital 
watermark is detected and reproduction is limited thereby. 
When an encryption detecting circuit 10 detects that a 
storage medium is not enciphered by a predetermined 
encipherment system and a digital watermark detector 20 
detects digital watermark information, a reproduction limiting 
circuit 30 stops reproducing. When the encription detecting 
circuit 10 detects that the storage medium is enciphered by 
the predetermined encipherment system, the reproduction 
limiting circuit 30 does not stop reproducing. 
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imwci ba 3 ft * Mt^pmammm^ 
ttvssmtz ft-c t> £ 5 *>**wj-r *nt#fbfctti 

i^m-T-a^ottttittiH-rs^a^bttu^a 10 
i. 

©«m*s««: j: o -cm e^oasfiatiWR^Ui 3 ftfc 

i««:lMR*fctt^«*©B4*ff±-rSff4IWIH*S 

* w-r s c ± t * s s 

[9W0I2 ] M$g( 1 KIB«©fl^ai«:*jC>T. 

Mfr vmnz&mv * s <fc 5 & ie«& ^ * /cBW^tt 

^■cug^ksnri^cCC^K:. tf J: 
Tfc^Sfr LWffi^^UJ-C $ 4 «fc 5 &EB&!Wii*fctt 
#^t»«r B& t » £ flSES ftfcSHc *> > iff BS£i!« 

iwbs nytA^HMtf*- * £B?®i ot i©f? #<t 

W#a«c J: -5 Tfsj 6 ^©«^WSttfg* 5 ^tU 3 ft fcfctc 

wft*fc»w^«f«©ai**ff±-rsw*iMR*s*w 
mmm ] 1 {ciBig©s^s{c*j^-c. 
» h **iJ8ij-r zv?* — 7 ? 

Wb$W¥J^Mfe«lfc©gfS&<*©a8ite <fc tfSS 

$#±©13^7 h-£ft-e*UC5E&e>ft/cB§## 
«-CBg#{b3ftri,^^i' i 5^^t±J-r4^m-C*«5 t 50 
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mmmmam 3 nfcWR* fca^/stsw* 5 . £ 
0*7 * - -7 -j h mm&vmi 3 ft/cis^<*©««*5 
£v&mm#±<otmy * — ?? h-csa&ftfc«&*# 

©ttnasftjct: o-cf5i?>*>©am^aw«^m3ft/c 

S4$)Jlig^SB?!»l^SfcB ; t^mfB©fl4?:<?± 
[»#JB5 ] tt^bSftfcStoSfcttWMfoPAaS 

ft> cft%a#o-c»«*/tttw^ti»«*aj^4a# 

Bg-sf ib3 ftfcA*rf?#{b7*- * or fc i©#-^{b 
3 ft fcR* £ fc B^mfR^^TC-r 4 Bf ^§S?S!#K i . 
A^tt^fb^- onaofESE^: BS^»BI«: 

A K E ^ SrtSSEfc <fc 0'+ L ft 0 >ttS8"Cffi 

#*H»&t/fcll#«:. «#UcBA&$/tBW»fRlt»fi 
3ftro4^ < i 6«im±&3traK«9flNli&7n 

a k e ^ansiEte J: # * -zmmz. u & 1 >«»ra 
3&>©a»«iitii«w*tta3ft/c«F{c. iwRsfcttff^w 

[#mj©w*ii&bwh 

[0 00 1] 

i>BiB*J3 tiftmmmms xviEMicn&s tittn&ut 

[0 00 2 ] 

[^*©S^] t'f^TMX*. fr^MTR, 
y*^ftSI©SMi«a«cfKi «3»6ft*J«ii*©t 

BBriRWtC^t>TB. ff«A«. #PB¥1 0-1786 
5 6#&$BKiai&3ftTt,>6o at-BihOfc* 
©KEiKEV^jftKootfi. SigxU^hD 
(NIKKEI ELECTRONICS 1998. 3. 23(N0712)P47~P5 

3) {cfBiS3ftrt,^„ 
[0 00 3 ] 

[isw3&j)»Ku«fc^i-rs»jB] me&W(c»mftva 

BH&3ftTC»fel,>. 

[0 00 4 ] «MW±*MH«c?f 5fc&«:tt. Bg#^b© 
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&*nj£f £t£j&i-cts. 

[0 0 0 5] Bg#£B?^Tff£UcB*&£fcB 
B. ttfWIf***!fc**fcBW*W*±K:» attur 

[0006] e^tsiBim^ja^uesBSfltffl-rsc 

£K<fcO. «HI»±*«tOWIK:ff5C4*«-C**. f 
ftft ^ . *fffll%«a t fc(,»R*S /cB Wit fRKBitt 

ffi£m^a#>L8ffi£{lffflUcii£ic£©cfc SfcbTjS 20 

j*{cf^fijE3n!t»asift©w*t%^oji-r'5*»tc-3i>r 

kk» $ n/c^«^f*©ff 4 t u o -c o * *> fsim 
[0007] *Bw<D&mz. v§mttn*m>b%w 

ttt? * & (,» <fc 9 tc b . jEffitcmfc 3 ftJR?5 * * t » BK*& 
§ ft/cgfg/£{fc. $> 4 1 >BiE*&©#i£K:«£l >I2ia UfcS 

mmmc^x bus lA/mr 5ci©t* s&tc b tc 30 
aw. m^frbowmfticx-i-ciEMicfmi) 

Z> (, » BIB3J 3 ft fcSSMtftts J: O'lE^MB^ 3 ft fcSfll 

«(*©s4*j«fcc«ftefc3Foiiftor l* ^pgs^n!ie 

[0 00 8 ] 

BW*sc-cm mtz ftr i>6t!p £ 5 frz&mtzvsmt 

1*ffl*©£. ««8tt«cffi»3ftfcR**fcBW; , ffi« 40 
^ff5£©m #^^"cut#<i: a ft r t,>& t ^m^mm tc 

L^tti^Ki, fffl^(*CClB^$ft/c^S/cBWf 
#g*^S©Bg^^-CB§^k 3 ft T (, > > J8£K BUT- 

aa> L«ia*®©*a«s««:<fc -cf5ie>^©aKwst» 
3 ftfc^tc»«is fcBW^««©ii »±t 
*?*£iWiR#8*wi-sc £*»»£■*■*. 
[0009] s?c, *«wtciwr«w^iiB. wmm 
#&imztitcmi*tcte%?itfin&mnov§ni]js;v 50 
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mmtz tix^t^m^cmmm^iams titers. 
tci l t%Pttnifin*T&frb&.tii&®.u:*5^'cn*miflb 
imzViMvz h «t 9 fcB#Mi*r* 

3 ft /c?*^ £ fcB^t»«3&«f 3E©HS#*5S:r if 3 
ftT oft O J§£tCBlt «K?#r*S«: J: o T H^igfr UtS 
*8£&aj-C*£cfc 5 ftaEttftRflKifcBSMWrcBft 
l>£*BE3ftfcl««:t!fc«*A:Bff^tiW8©fl*fe*ff± 

[0 0 1 0 ] 3 6K£/c. *^W(C|R|-r-5«#«gB. 

Bf^t3 ft/cA^tf^bf 1 - * zmm bx *>t<onmt 
3 ft /c!*& * fc Bff^nMR*a7c-r 4 £ . 

m^mn btcwm fciit^tiiKcii 3 ft-t i > 

ffl^TA^^bT 1 - *%a«a#-r 4»^«cB*-7-a 
*^ L.*a*aK «t o x fsi6 «»©a««a««**tfta 3 ft 

[ 0 0 1 1 ] 3 *aWK«|-rSW4SiBB. a^ 

<Dwmm#<Dmmt5£ vwmm#±<D%m7 * — 7 , h 

^[©ia^<*©«ffl*i J:0'Sffl«i*±©IB^7 * 7 
h * ft€ft icmib h ft /cBi-^^-CBI-tf b 3 ft-C l> 

£ j 5*^^m-r?>Bi^b^ai^is£ > wi«#«:e»3 
tifcWfciytBW^fli*^. \-m 
<m-®xw!\ 3 ft fcs««f*©as*j j: vwmmw±<D 
mm 7*~-?yb xizib h ftfcBt mfttttit ^it 3 ft-r 

rN63&>©a»Wlft«**ttHi3ftfcNF«:. !MR*!tB 

#®£-rs 0 

[ooi2]*fc, xmrncwtzmnmrntt. ^it 
3 ft tcxfimmt?- $*mmbxbt onmt 3 ft tc 
mmtcK : %Ftfm*:ffic?i>v§mm®i:, Km 
mt7- * ©«*&«H£©ra©sE£Bi#)»^c^>sft 

*-^?:tf^AKE (Authentication and Key Exchan 

J:oT|5I6*©a«««W«*tta3ftfc«f«:. 
fcB*^fll«©HJA%ff±-r*a*iWIR*S**r5C 

£*^£-rs 0 

[0013] 

[*W©II*©»«] WT. *»W©H»©^»4HiB 

zm^xmMK.mi?Zo 
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[ o o 1 4 ] a i b. *&mc%t>zm&ms<Dm&w 
■t. i o amm mtom®, 20 uhuih 

SS, 3 0Bff£MREIB. 4 0BSM*. 5 0 BR* 

KOiasg. eoBHi^-fa^iSKF-. isobb&w 

[ 0 0 1 5 ] *HttW*. DVD-R OM^DVD-R 
4. R*HKDI§!B5 OBlfS&f^Ofr^-^R* 

[00161WLB. DVD-ROM-CB. IE»-r4!fc 

*m«©*mt*«K-rsfc«>. mpeg2^-cesi 

JBKSftTfc*). DVD— RAMrfcR»©#3;#1*ff 
S-f-Sm^jifr L*SCjWW*3 *vcir» 5. #H»0«B. 20 

cnecDBf-^fbsn/co, «^jgfrufrAft6ft*:r> u 

fcDVD-ROM^DVD— RAM*S4-r*Ci*JT 
#4. 

[0017] BS##SfcHi@K 1 OB. S»$<*4 0± 

[0018] «?B*>UtttbBK2 0 B. l««f*4 0 

[0019] f?£fJJ5£IIIK 1501J. ^(CISC-C, W 30 
5 fr *«J£ 0 . 3 0 B*flSBft*CClE D "C . 

OMl#£&teL&t>. 02B. W££#£^Uc0-C 

flHWta*TCi»*?w*2©»£B. 

J&t^-f X*©J«£T\ «-7T8*»OttaiHlll52 0tcJ:»3 

**£ja&u »4*ff±rs. Bf^bsn-cu^i^ 40 
u a*t*m $ n -9 fc»^B. mtpmm. s *ra > & 

<bs tifciEao: ^ h x * l fcn* (c**aa» u 

[ 0 0 2 0 ] H 3 B. ##&BJ&t(fcfrS£|£gg©fl|j!&0!l 

r. 1 0 BHg^b^tHHSS. 2 OB**jSfrU*ttil§I 

88. 3 0 Bff£MH@ffi. 4 0B8fltflKtt. 5 0 BR* 50 
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BXOBSS. 6 0BW£r-2atfjiSi^. 7 0 BflNRJBftr 
IhISS. 1 5 0BW4*U5a3»r*S. 
[0 0 2 1 ] $IU6m. DVD-R OM-^DVD-R 

ho R*BX0(H]S§5 0BtlS$<*4 0fr67 I -*&R* 
HXO. RARoteW^b^-finWbttWilBl 0. 
«HF**»t/ttttll!i82 0. ff ^JPBUJSS 3 0 *5<i: O'ttfB 

[0022] 1 ob. wmm&4 o± 

ftfc. »f5£©H#*STBf^b3 tilt? 4 7, 7 
[0 0 2 3]*F»rt»U*tfiiaBt20B. §«&#4 0 

-rs. 

[0 0 2 4] tif$Rfi?tJTlH]SS7 0 B. H^jgfr Ltttttlllg 
2 O^OXt)?-^ &n*mfrL<Dfttii®18&olW*iE 

B. 4^9W"ITB. MPEG2£«K£a0fcE«&? f 

[0 0 2 5 ] S£*IJ£|E]SS 1 5 0 B. *ft«CrtJCr. 
* tB^i 1 6 0 6 tta^ * * 6 * i" 

sfrzmmb* w4*ijhih]s§ 3 o BJpjjetsstciK c r . 

ffi*U!5c(r^«:BS4f f -*a*JSHF-6 
0^ft#%«|&L'ttl>. 14 B. H4*fi=*^LfcH"C 
Bt^bSntOS^-r^^OtB^B. 

^^^^^©li^r. * : H8*»Lttm@K2 0K«fc») 

m^fa^L^wsnfcw^B. jffistcausnAif 8 ^ 

•y X *©*§ ^T', «^-a*>LttffillK2 Otc J: 

SftT^&lifv**©*!^. «-?-M^L^Hiiai!S2 
0 K «fc 0 H^ilfr L^HJ3ti6*-5 /cJi^T , fro . 
*T-j8*>L©*IW36*Bl*B"Cttl»^EJQ:A*f t -f "C*4 
l*^B. *^SfrL/©^tHfr^(c^5J; ^(caffiKHf 
^{b^n/c^-f XJilftb. S4*#±-T5o CtiK 

us tut? 4 7, i><Dmmi>±ftz c ifr-c$ 5o 

[ 0 0 2 6 ] H5B. *^BJ(C^bSfg^^g©^i5gflI 

©ff#©^n ; &^L//c7'o 7 vm-vbho H5tc*jt» 

"C. 2OB* : ?«*>H*a0K. 8 0 B«^«fRiaK. 
9 0 BtH^jMI6@e. 1 0 0 Bftm^- f A^i 1 . 

1 1 oixv§nfRmmm%xj]®*> 1 2 oBawna 

SS. 13 0 Bffl-if HIS. 1 4 0 B«#f- $ ttJ^ffi^. 
16 0BU1^M@K-CAS. 
[0 0 2 7 ] ^I^JS^B. M P E G 2 1r£VW&®mt 
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~C3bh. Vmtf-tVJll&f-l OOK.it DVD-R O 
M-£DVD-RAM&£©8«i8tt:fo6ff£3ftfcft# 
fb^-^AftSftS. 

[ 0 0 2 8 ] *KBSSW*. BS*tfbS*lfcDVD-ROM 
*DVD-RAM*»6ll£SftS1Wfl:f , -**8»"J' 
5C£A«t*5. MMMelR 8 0#C ©***)!?< B 

Rt?&*. 

[0 02 9 ] «^»R*ftfi5£AaJ8* 1 1 0 (Ctt. « 

S0ftl»Ci%Jg^-r4M^A*3ti4. jW?@R1 
2 0ttl©#»£-rS«£Kttllt#J*«@B8 0-CBf#)B 

R3ftfcflWfb? : -**RJRu r#isro&^»£k: 

ttft-^b^-^A^iSH 1 1 0 0 teA^SfifcflWfbf*- 
0ttMPEG2^CKS-^<ffl#«ffll*tfl». ■bR*^ 

[0 0 3 0] HJ#fll5£llR 1 6 o tt, &ft(ci6i;r. a 
■SH^fttftSB-l 4 0*»6»R»* r --**tH#*-** 20 

r. a#r*»£Ktta^- 1 4 0*4Wi 

Wfl 4 0Nt**#l&l/&lr>. H6B. ma&fr*ij* 

Lfc^-c*So R#»R-r *»£tt. ^ffltessstifc 
^m^biktamm o tcj; om^afrutfftfflsftfcti 

£tt. *fWff«3fttt>&l^&©-C*©**«£ 

fs„ enters. aatcaRstifc?*./***^©?! 
terixvfrh ©#£ ^- * * a-st l. /c^Ftcm-r- j§#> b 

[0 0 3 1 ] WJ^^fc^atW©ttWtt^riW»t««© 
«£*RWOfc#. ff)*1ff«©Htefc. RROflWt. 

«#4bWJ*©*HWb. a^bKtto. a*©*?*** 

L*JfB»©«fa*>LKft4«:W"C, HJifll©t8l?Xtt|5j 40 

[ 0 0 3 2 ] 07 «. a#©«S©S»«#«:*tiSbfc 
H4»iB©IISSff!©M#©Sfch**UA:^o » 

s. Bi7ic*n>r, i o&ttmtmmvi, 2o«*^f 
a^i/affliaa. 3 0 tm£Mwmi&. toitwmm 

(*. 5 0t2R»a9BR. 6 Ottff*^- 

1 5 0 Bff£N£BB. 1 7 0 * - -7 v h 

WJHR-C**. 

t 0 0 3 3 3 *IB»W». DVD-ROMi DVD-R 

AM©«»«a©s»«&*ii£-«-*K5«f?''caa. 50 
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r^bwhrs oitwmmmofrbr-fzm&fR 
m&%Lr>itw%it?-2&tsmtisum&i 0. m 

1 7 0fc£tHf£MRIlR3 0^T5. 

[0 03 4] DVD-ROM©li#tf$Bffl ((,»*>«>$ D 
VD-V ideo7*-v?h) tCfflSSftTl^SBt-Sf 
jSj&t. CSS (Gontent Scrambling System)^ 
tttlXii**. DVD-RAMrfcRtt©#S#l*W3*i 

rt»4*«. css*Si«HJac4m#*5Ji'C**. * 

It, DVD-R AM©^r4>. ffl&t»fg£MPEG2;fr 

ttEmftmibKifi him? 4 fc©© y 7* * a asb 
t'7 m h y-A£^©ggia^?-£fc©©;2. h y-A 
lifHWb»*©K» hx r y-A3Wg#fb3tifcttS8T? 

is^^atcttii^flisti*. #R»Wtt» cne^t 

©7= -y x * J: anStettlfc OfcB£*fT Ki^ 

[0035] ^{$rj>'7 * - v 9 hmmK 1 7 0 tt. 
§a$ft 4 0 ©a® & ib«7 * - v 7 h 5. 

[00 363 «#*SCaUH» 10 «. §S*£f*4 0© 

RR£KR:7*-v* Kcitii;-r^©6ti/c^©B|# 

[0037] m^-m^ ottUisR 2 0 w. ts$#4 0 

[0 03 8 ] IS^fficlslB 1 5 0 tt, ^frtClEDT, S 
9*>*«£l/. H4WIRISIK3 OttspJJEISSCCieCT. 

a*-r * tm % 6 0 ^sfrHHSi^- 

O^^SISUiO. 08tt. «^tt4wbfcHT 
*>S„ DVD-ROM©Video7*-77ht^ 

***«c s s #«©»£«. afpafiiBisnfcjEajsc^ 
^^^^©rs^-r-s. d v d— r am© y T)i$ 4 a 

IBIS 7 * - * h ■CBf-f^^ y 7^ * -f AiB» 7 * - 

^x^ft©m4"rs. dvd-ram©x h y-Aie 
hffli«#*a©«^tt. ^mtesastifcEattf 5 ^^ 

kj: o*jaa3nA:«^tt. affi^asisn 
^t 5 ^ x^©«^-c, a^HS^i/aaHKzoKj:*) 

[0 03 9 ] *JUSFil(c J:ntt, M^4Bg#^*5^© 
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Cim. W^fc3ftfciE»&fv*i'*?*£0fcll# 

u*i«ttui § ft r t> k ^tBtM l r o * 

[004 0] 199(2. AKEff*«#*B©HJ6W©m 
-^©iftft^Ofc^a ?*0r&5. 09&cfct,>r. 2 

ott*f»*»oi*fl@K. 8 o »m#««@». 9ob 

HtfjfflRliB. lOOBWHWbf-drA*^. 120 
ttj8ft@l& 1 3 0 B«-5f @S8. 1 4 0IJS^f : -$ffl 10 
tm* . 1 6 0 BtH^ffiSHSS. 1 8 0 B A K E leisgr 

[004 1 ] *3gftffl«. MP E G 2 #5$riBSft^<b 

r**. fr-^b? 1 - * AttJS* 1 0 0 (CB DVD-R 0 
M*DVD-RAM&£©*»«#*>6S£3ftfcfJ# 

{b7*-*#A;ft3ftS. 

[004 21 *^KsW»AKEBKl80*rt»L. D 
VD-ROM F 7 -f ^DVD-RAM h*5 -(:/&£'© 

AKEIsJSSl 8 Otc<fcf9^gpggi© 
ITCtgaE (1>*>«>4AKE) £tfo-C*-£ 

BtflU C©*-*ffll>rHfr*«tt*firS. B^f8?SSII] 
S§ 8 0 ifi C ©■§*!*« < 6 . 

[0 04 3] jlftBBgl 2 0ttAKE3&JfiS£LTie#»? 

R-r*«^*cttut^jBiiigi«8 o nwjWBsnfciw 

1 3 0 »M P E G 2 < g^ffil^m^ UI9 30 

Bi&MPEG2f 5 --*#A#3 

n. a^stesn/cJs^Ktt. namass 2 
ofcj;o*ai^#ij^[ai8§i 6 o^fflm#*ais. »*t3 

3ft£. 

[0 04 4 J 1iT-j§a>Ufcffl[SS82 OB. A K E tfiHStiL 

[004 5] tH#HJ£iaBI 1 6 0 B. fcffKIfc&r. 
■^r-^tU^ffi^l 4 0*»6»iBlll^-**a*rS*> 40 

i* 5 o . w^^mihiss 9 o iswasufcft i; 
r. ffl^-rsw^tctia^-^a^jSHfi 40^11 

i4o^«^*«»i/Jk(,». 01 ob. mum* 
^um-ehz. a k e ansa L/ xvg^mmt z ®s 
r. mm>mftucm-£tz. mrmNmitntxwtn 
#tt©"cm*-r*. AKE3W«jfefl[-&-rw»RKct»*B 

cc^ig^aa>o#&tij3ftfci§£, a8K«*i3ftfc 
^^©m^-^ija&u tB^*ff±-rs. ak so 
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e jws£tfn&^js« L/ & t, >it £r . mmtwfcLtcw, 

S*aa> U*a®SS 2 0«c<fc 9 **aa> I, tftfcHi 
3 ft&fr o fc*£B. 3 ftr (,> & t, >lWc© 

r-e©£gm#i-6„ fg#awpi<&a^fcj»£B. w 
^*ff±-rSo or a#3W»fi5UTi»a 

[0 04 6] CftCCJ:D. A KE©flftb 
^"Ct. AKEaWET£lf^b3ft/ciE*ii&r-f X* 
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